We investigate the detection and localization properties of harmonic tags working at microwave frequencies. A two-tone interrogation signal and a dedicated signal processing scheme at the receiver are proposed to eliminate phase ambiguities caused by the short signal wavelength and to provide accurate distance/position estimation even in the presence of clutter and multipath. The theoretical limits on tag detection and localization accuracy are investigated starting from a concise characterization of harmonic backscattered signals. Numerical results show that accuracies in the order of centimeters are feasible within an operational range of a few meters in the RFID UHF band.
Introduction
Radiofrequency identification (RFID) technology for use in real-time object identification has been widely adopted in several fields such as logistic, automotive, surveillance, and automation systems [1] . A RFID system consists of readers and tags applied to objects. The reader interrogates the tags via a wireless link to detect them.
When tag cost, size, and power consumption requirements become particularly stringent, passive tag solutions become particularly attractive. The identification of passive tags usually relies on backscatter modulation where the antenna reflection properties are changed according to the tag identifier, even though the tag's control logic and memory circuits have still to be energized to have the tag work properly [2] . Typically, passive RFID tags obtain the necessary power to operate from the radiofrequency (RF) signal sent by the reader.
We are assisting a growing demand of RFID systems with enhanced functionalities, including accurate localization and sensing, while maintaining the cost of the tag as low as possible [3, 4] . Localization capability of tags can be obtained through the exploitation of the received signal strength indicator (RSSI) or phase estimates [5] . The former does not offer good accuracies due to the unpredictable nature of the wireless fading phenomenon, Correspondence: davide.dardari@unibo.it WiLab, Department of Electrical, Electronic and Information Engineering (DEI) "Guglielmo Marconi", University of Bologna, Via Venezia 52, I-47521 Cesena, Italy whereas the latter suffers from phase ambiguity and clutter interference (i.e., the part of the interrogation signal backscattered by the surrounding environment). Other recent solutions exploit radically new technologies such as ultrawide bandwidth (UWB) [6] [7] [8] .
Among different options, chipless tags represent the cheapest way to perform radio identification and sensing thanks to the possibility to adopt printable technologies with zero-power consumption. For these reasons, chipless tags are receiving particular attention, and several technologies are under investigation [9] . Most of them exploit the specific frequency or time response of the tag which acts as a linear passive device. The main issue when using linear chipless tags is their detection when operating in the presence of multipath, interference, and clutter which is superimposed to the useful backscattered signal.
An interesting alternative is given by harmonic tags that consist of nonlinear passive devices generating harmonic components when backscattering the incoming interrogation signal [10, 11] . Typically, a harmonic tag is composed of a dipole antenna loaded with a nonlinear passive device. The reader generates an interrogation tone which is backscattered by the tag. Due to the presence of nonlinearities, the backscattered signal contains also harmonics of the fundamental interrogation frequency. Such harmonic components can be successfully exploited to enhance the detection of the tag because the clutter and the interference signals are received at the fundamental frequency which can be easily filtered out.
Harmonic tags have been introduced some years ago and have been applied to specific applications such as avalanche rescue systems [12] , healthcare [13] [14] [15] , sensing [16] [17] [18] [19] , and animal tracking [20] [21] [22] [23] [24] . A similar approach has been exploited in harmonic radar systems [25] [26] [27] , in 1-bit frequency doubling tags [1] , and for energy harvesting [28] . Due to the presence of nonlinear devices (e.g., the switch), harmonic spurious might also be present in standard ultrahigh frequency (UHF) tags even though they are considered undesirable effects to be limited [29] . On the contrary, this phenomenon could be potentially exploited to enhance the localization functionality of standard UHF tags if suitably treated according to the approach described in this paper.
Localization of harmonic tags can be obtained through RSSI measurements, as investigated in [30, 31] or, more frequently, by adopting high-power marine radars using wideband impulsive or FM chirp-based interrogation signals [22] . Unfortunately, to provide a sufficient ranging accuracy, FM chirp-based interrogation signals must be wideband at the expense of a high-noise level that must be counteracted by adopting extremely high transmitter power levels (>1 KW) and mechanical-steered highdirectional antennas. This prevents the exploitation of FM chirp-based radars for localization in multistatic configurations with fixed antennas.
For what the characterization of harmonic tags is concerned, several studies have been published. The electromagnetic characterization of antennas with nonlinear loads was initially carried out in [32] . Most of the studies are application oriented and present experimental results [10, [20] [21] [22] [23] [24] 33] . Unfortunately, no studies analyzing the fundamental detection capability and achievable localization accuracy using harmonic tags are available, at author's knowledge.
In this paper, a concise characterization of the signal backscattered by harmonic tags is given through the introduction of the specific harmonic radar cross section (SHRCS) concept. To overcome the typical ambiguity problem arising when estimating the distance through phase measurements at microwave frequencies, a simple two-tone interrogation signal is proposed providing a robust detection and accurate distance estimation (ranging) through a proper combination of the signals received at harmonic frequencies. Contrary to FM chirp radar and thanks to the narrowband nature of signals, the proposed signaling scheme can be successfully applied to the problem of tag localization using multiple receivers without the need to adopt mechanical-steered high-directivity antennas and highpower levels. Closed-form expressions of theoretical tag detection and localization accuracy limits are derived in a scenario considering one transmitter and multiple receivers.
Numerical results show the dependence of detection and localization performance on tag configurations and network topologies. Results demonstrate that accuracies in the order of a few centimeters are achievable within an operational range of some meters using simple sinusoidal interrogation signals with limited power.
Harmonic tag
A typical harmonic tag is composed of a dipole antenna loaded with a nonlinear device. The dipole antenna is generally taken with length λ/2 at the fundamental frequency f L , being λ the corresponding wavelength [22] . In its simplest form, the nonlinear device is composed of a Schottky diode which has a small built-in potential such that the low-power signal received by the tag is enough to make the diode operative. When excited with one ore more sinusoidal tones, the diode generates harmonic components that are reflected back through the antenna. Normally, only the fundamental and the second harmonic are effectively re-irradiated because of antenna inefficiency at other frequencies [33] . The presence of harmonic components in the received signal allows the receiver to easily identify the tag contribution among clutter components that are received superimposed to the signal backscattered by the tag at the fundamental frequency.
The current-voltage characteristic of the diode can be expressed as follows:
where, in our numerical results, we will consider the following parameters related to the AVAGO HSMS -286Y Schottky diode: α = 38 V −1 , I s = 5 · 10 −8 A, and junction capacitance C j = 0.18 pF [34] . Under small-signal hypothesis, (1) can be expanded in Taylor's series up to the second order term:
When excited by a sinusoidal tone v(t) = v 0 cos(2πf L t) at frequency f L , the corresponding current is:
From the Fourier analysis of the diode-antenna system, the equivalent circuits at the fundamental and second harmonic frequencies, f L and f H = 2f L , can be derived as shown, respectively, in Fig. 1a , b. Denote with λ L = c/f L and λ H = c/f H the corresponding wavelengths, with c as the speed of light. At the fundamental frequency (Fig. 1a) , the diode is characterized by an effective resistance 1 At the harmonic frequency f H (Fig. 1b) , the diode can be modeled with a dependent current generator I 2 = k 2 V 2 0 in parallel with the diode 
the antenna impedance at frequency f and V a the (e.m.f.) induced in the antenna by the effective impinging electric field E inc given by:
where W inc is the power density incident to the tag at the fundamental frequency and l 0 and G t (f L ) are, respectively, the antenna electric length and gain at f = f L . According to the equivalent circuits in Fig. 1 and classical antenna theory results [35] , the effective isotropic radiated power (EIRP) of the backscattered components at the fundamental and harmonic frequencies are, respectively,
and
. ( 7 ) From simple circuit analysis, it can be easily shown that
is the radar cross-section (RCS) of the tag at the fundamental frequency. 2 In case of network matching, it is
4π , which is the antenna effective area. By analyzing the equivalent circuit in Fig. 1b , it turns out that
inc , where:
Define the conversion RCS (or harmonic RCS):
which is not constant but depends linearly on the incident power density W inc . This relationship is not accounted for in [22, 23] , where σ h is considered as constant, and it is conjectured empirically in [33] . Here we have shown that this linear dependence comes from the secondorder Taylor series expansion approximation. Parameter σ s [m 4 /W] represents the harmonic RCS coefficient per incident power density unit, namely the specific harmonic radar cross section (SHRCS), and accounts for the no perfect matching between the diode and the tag as well as the diode efficiency. As a consequence, the tag conversion gain depends on W inc as well and results:
where η T is the tag efficiency in [ W −1 ] as defined in [21] . The model in (9) and (10) is valid under the smallsignal approximation (3). In practice, it provides accurate results for low values of the incident power density W inc , i.e., long distances, whereas it leads to a conservative performance evaluation for large values of W inc . This is not a drawback as the subsequent analysis is addressed to establish the maximum operating range of the system for which the small-signal approximation is satisfactory.
The result in (9) provides an easy tool to optimize the antenna configuration in terms of matching network, antenna length L, and feeding point position. As an example, in Fig. 2 , the SHRCS σ s as a function of the normalized antenna length L/λ L is shown for the AVAGO HSMS -286Y diode considered using theoretical expressions for what the evaluation of Z a (f ) is concerned [35] . As can be noticed, the optimum dipole length is L = 4λ L /5 to which corresponds SHRCS
An extensive analysis of other configurations is out of the scope of this paper. Some examples can be found in [21, 22, 33] . In general, once one has characterized the SHRCS via simulation or experimentally, its value represents an input for the following theoretical framework on the detection and localization capabilities of harmonic tags.
Tag detection and ranging

The proposed system
With reference to the scheme reported in Fig. 3 , consider a transmitter that emits an interrogation signal, a harmonic tag located at d T meters from the transmitter, and one receiver placed at d R meters from the tag. When the transmitter and receiver are co-located, it is d T = d R . We propose a transmitted interrogation signal composed of two tones at slightly different frequencies f 1 and f 2 :
where P t is the transmitted power associated to each tone, R is the matching resistance, and
For instance, f 1 and f 2 could belong to the UHF RFID band 865-870 Mhz with f in the order of a few MHz. In general, the phase difference θ 2 − θ 1 between the two tones is not know if independent oscillators are used to generate them. On the contrary, θ 2 − θ 1 = 0 if the tones are generated coherently. 3 Hereafter, all frequencies around f L f 1 ≈ f 2 are referred to as fundamental (interrogation frequency), whereas all frequencies around f H 2f 1 ≈ 2f 2 ≈ f 1 + f 2 are referred to as harmonics (response frequency).
We indicate with G tx (f L ) and G rx (f H ), respectively, the transmitter and receiver antenna gains. Note that G rx (f H ) refers to the receiver antenna gain at the harmonic frequency f H , whereas G tx (f L ) refers to the transmitter antenna gain at the fundamental frequency f L . We consider the antenna characteristics constant within a bandwidth f .
Denote with H T (f ) and H R (f ) the channel transfer functions of the transmitter-tag link and tagreceiver link, respectively. For further convenience, define
The electric field at the tag is:
where the effective electric field amplitude is given by:
with η 0 = 377 Ohm, and τ T = d T /c the signal time-offlight (TOF). According to (3), the harmonic components depend on e 2 inc (t) which can be expanded as:
From (15), it is evident that the second harmonic contributions to the backscattered signal contain the frequencies 0, 2f 1 , 2f 2 , f 1 + f 2 , and f 2 − f 1 = f , of which the DC and f 2 − f 1 components are filtered out by the irradiating element and hence neglected in the following.
As a consequence, we concentrate our attention to the components of interest at harmonic frequencies 2f 1 , 2f 2 , and f 1 + f 2 and at fundamental frequencies f 1 and f 2 .
The characterization of the tag response in the presence of one exciting tone carried out in the previous section can still be applied to calculate the backscattered power at frequencies f 1 , f 2 , 2f 1 , and 2f 2 in the presence of two exciting tones at frequencies f 1 and f 2 thanks to the small-signal approximation. This does not hold for the calculation of the harmonic at frequency f 1 + f 2 , which, however, is out of interest for our application, as will be clearer later.
The received power of the fundamental backscattered components at f 1 and f 2 is:
which is the well-known radar equation when d T = d R and α T = α R = 1 (i.e., free-space condition). The received power of the harmonic components at 2f 1 and 2f 2 is:
having defined:
and EIRP = P t G tx (f L ). As can be noticed, the received power decreases with d 4 T d 2 R . This large attenuation with the distance is in part recovered by the square in the EIRP term in (18) .
Therefore, the signal backscattered by the harmonic tag seen by the receiver is: (19) in which n(t) is the additive white Gaussian noise (AWGN) with one-side power spectral density N 0 , c(t) is the clutter component caused by the reflection of the interrogation signal by the surrounding environment at fundamental frequencies, and τ = τ T + τ R , where τ T = d T /c and τ R = d R /c are, respectively, the transmitter-tag and the tag-receiver TOFs. The clutter can be eliminated by considering only the backscattered components at harmonic frequencies. This is the main advantage of harmonic tags as already anticipated in the "Introduction" section.
Tag detection
To detect the tag, it is sufficient to analyze the presence of the harmonic sinusoidal components at 2f 1 and 2f 2 . The detection of sinusoidal signals in noise with a random unknown phase is a well-known problem in detection theory which is solved optimally by employing matched filter-envelope detectors (MFEDs) (also called quadrature matched filter) [36] . As shown in Fig. 3 , two MFEDs followed by a comparator with threshold γ are considered to detect the two tones at frequencies 2f 1 and 2f 2 embedded in the received signal r(t). We adopt the Neyman-Pearson criterium to set the threshold γ starting from a target probability of false alarm P F whose value is applicationdependent.
Due to the symmetry of the problem, the probability of a false alarm of the two detectors is the same and it is given by [36] :
To make the global detector more robust to false alarms, we employ the strategy according to which the tag is considered detected only if both detectors detect it. Since thermal noise components at different frequencies are independent, the global probability of a false alarm is P F = P 2
The probability of detection of each detector is [36] :
being a = 2P r (f H )T/N 0 the signal-to-noise ratio (SNR), T the observation time, and Q(·, ·) the Marcum's Q-function.
In virtue of the independency of the two detectors, the global probability of detection P D is:
Range estimate
To estimate the total distance d = d T + d R without ambiguities caused by phase periodicity, we propose the scheme shown in Fig. 3 where the received signal r(t) is processed by two phase-locked loop (PLL) filters tuned, respectively, at 2f 1 and 2f 2 , characterized by a noise equivalent bandwidth B eq . At the output of each PLL, we obtain the signals:
where w 1 and w 1 are the phase noise residuals characterized by a power N w = E w 2 1 = E w 2 2 = N 0 B eq 2P r (f H ) , we approximate as Gaussian random variables (RVs) [37] .
According to the scheme proposed in Fig. 3 , signals y 1 (t) and y 2 (t) are multiplied by each other and filtered by a low-pass filter thus obtaining:
If f is much less than the channel coherence bandwidth, as typically happens in line-of-sight (LOS) conditions, the differences 2θ T (f 1 )−2θ T (f 2 ) and θ R (2f 1 )−θ R (2f 2 ) are expected to be small in general [38] . Moreover, the phase difference θ 2 − θ 1 is zero if the tones are coherently generated at the transmitter or can be removed if the transmitter and receivers are synchronized. Under these conditions, we will not consider these terms in the remainder.
The phase estimate of the tone in (25) is:
being u w 2 −w 1 . From (26) , an estimateτ =φ 4π f of the TOF τ , and hence of the total distance d, can be obtained. Note that the adoption of two interrogation tones allows the operation in (25) and (26) 
Extension to multiple receivers for localization
So far, the system illustrated in Fig. 3 allows estimating the total transmitter-tag-receiver distance. In this section, we extend our analysis considering a network composed of one transmitter, located at coordinates (x T , y T ) and emitting the interrogation signal defined in the previous section, one harmonic tag at position p = (x, y), and N r receivers deployed at coordinates (x Ri , y Ri ), with i = 1, 2, . . . , N r , as depicted in Fig. 4 (17) and (27), i represents the range estimation error which is Gaussian distributed with a zero mean and variance
The theoretical limit on the mean square error (MSE) of any position estimator p = ( x, y) of p, the position error bound (PEB), exploiting N r range observations can be derived from the Cramer-Rao bound 5 [36] 
where E r {·} is the statistical expectation with respect to the random vector r and J(p) is the Fisher information matrix (FIM) given by:
having indicated with f (r|p) the probability density function (p.d.f.) of the observation vector r conditioned on p.
The PEB is then defined as [39] :
where tr{·} is the trace of a square matrix. Considering independent observations, we have: where f i (r i |p) is the p.d.f. of the ith observation conditioned on p given by 6 :
Considering that:
we obtain:
It easy to verify that for i = j, all terms in (34) are 0 so that:
The partial derivatives in (35) can be easily computed obtaining:
and:
where:
We have also:
having indicated with φ the angle between the transmitter and the tag and with θ i the angle between the ith receiver and the tag both measured with respect to the horizontal, as illustrated in Fig. 4 . Considering the structure of the matrix J(p) in (35):
we obtain the terms:
with:
Finally, from the previous equations, we can compute the PEB as:
Result (48), with (42)-(47), provides a closed form of the attainable performance of any position estimator as a function of network topology and tag position, as well as ranges estimate quality, and represents a useful benchmark for any practical estimator. Specifically, such a theoretical performance gives the asymptotic performance of maximum likelihood (ML) estimators achievable for large SNRs or long observation times [36] .
Numerical results
We present some numerical results with the purpose to show the performance limits in terms of detection and ranging/localization accuracy of harmonic tags in a typical UHF RFID context. The following system parameters are considered: f 1 = 865 MHz, f 2 = 867 MHz, EIRP = 30 dBm, G rx (f H ) = 5 dB, PLL B eq = 100 Hz, and receiver noise figure F = 5 dB. The harmonic tag configuration and parameters are that described in the first section.
First, we consider a scenario in which the transmitter and receiver are co-located and the tag is positioned at distance d T = d R . Figures 5 and 6 show, respectively, Under a practical implementation perspective of the proposed scheme, when the transmitter and receiver are co-located, a second harmonic component caused by the distortion of the transmitter's power amplifier might arise and compromise the detection capability of the receiver. As a consequence, such an unwanted coupling component has to be properly reduced, for example, by inserting a filter after the power amplifier. To have an idea of the required rejection capability of the filter, let us consider the following numerical example: Assume a typical harmonic spurious at UHF not larger than −60 dBc, which means about −30 dBm harmonic emission power with a transmitter power of 30 dBm. Considering a SNR of at least 10 dB for tag detectability and a receiver sensitivity of about −120 dBm (see Fig. 5 ) at typical distance of 7-9 m, the maximum tolerable power leakage is about −130 dBm resulting in a filter rejection of 100 dB, which can be easily implemented considering that the harmonic is spaced of more than 800 MHz with respect to the fundamental. Note that in a multistatic scenario, like that investigated in the following, the power amplifier distortion does not represent an issue, as the TX and RX are located in different positions. A different layout is investigated in Fig. 8 where the receiver is located 10 m away from the transmitter and the tag is positioned at a distance d T from the transmitter and d R = 10 − d T m from the receiver along the line connecting the transmitter and receiver. The different impact of d T with respect to d R in (17) , which is a consequence of the dependence of the harmonic RCS on the impinging power, leads to an asymmetric behavior where the worst situation does not correspond to the middle distance d T = d R = 5 m. Specifically, it can be shown that it is better to keep the tag as much as possible close to the transmitter. In general layouts, employing the transmitter close to the tag is preferable with respect to layouts in which the receiver is close but the transmitter is far.
Finally, we analyze a more complex scenario employing one transmitter and N r = 4 receivers located at the corners of a square area of 20 × 20 m. Figure 9 shows the contour plot of the PEB in (48) related to a harmonic tag located in the area when the transmitter is placed in one corner. As can be noticed, an accuracy of 10-20 cm can be achieved only in those spatial configurations close to the transmitter. A different result is obtained by placing the transmitter in the center of the area, as shown in Fig. 10 . In fact, now an accuracy better than 15 cm is achieved for most of the locations in the area thus remarking the opportunity to prefer layouts with a central transmitter deployment.
By comparison, consider the use of FM chirp signals like in [22] where, to provide a sufficient ranging accuracy, signals with a bandwidth of B = 20 MHz are considered. 7 Note that such large bandwidth leads to a noise at the receiver which is B/B eq = 50 dB higher than that present in our scheme. This means that, under the same setting, a penalty of about 50 dB in terms of SNR is paid using FM chirp signals that has to be compensated by employing high-directivity antennas and high-power levels (>1 KW), as done in [22] . With our solution, no mechanical-steered high-directional antennas are needed thus facilitating the localization of the tag using multiple receivers and relative low-power levels (30 dBm EIRP).
Conclusions
In this paper, we investigated, from the theoretical point of view, the detection and ranging capabilities of harmonic tags by proposing a simple two-tone interrogation signal and a dedicated receiver scheme. We have introduced the specific harmonic radar cross section (SHRCS) concept to describe concisely the intensity of the backscattered harmonic components of the tag that depends on the power density impinging the tag's antenna. The analysis has been successively extended to include the presence of more receivers to provide accurate tag localization. A closed form of the attainable localization accuracy has been derived and provides a useful tool for system design and layout optimization. Results show that very accurate tag detection and localization in the order of few centimeters are possible in a typical area of 10-20 m using the RFID UHF band.
Endnotes
1 Z d (f L ) could also account for the impedance of the matching network eventually included in the tag to maximize the power transfer to the diode [33] . 2 For simplicity, we do not consider the angular dependency of the RCS although it can be easily accounted for in the analysis. 3 For instance, a straightforward method to generate coherent tones at f 1 and f 2 is to start from a baseband oscillation at frequency f /2 and use it as input of an up-converter with carrier frequency f 0 = (f 1 + f 2 )/2. 4 Operator E [·] denotes the statistical expectation. 5 A B means that A − B is a non-negative definite. 6 For simplicity of notation, we do not indicate explicitly the dependence of d T and d Ri on p. 7 In fact, the ranging resolution of FM chirp radars is about c/2B.
